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TIKF) (DNSSEC)

TWCERT/CC
PR A

Goordination Center

eeeeee

1K) Why do we need DNSSEC?

RT
Coordination Canier

= Many application depend on DNS
= DNS is not secure
= There are known vulnerabilities

= DNSSEC protect against data
spoofing and corruptions

eeeeee




14 ) Outline

. CermT
‘Caordination Ceater
= Introduction

= DNSSEC mechanisms

= to authenticate communication between hosts
« TSIG / SIGO
= to establish authenticity and integrity of data
= New RRs
= Signing a single zone
= Building chains of trust
= Key exchange and key rollovers
« NXT and wildcard issues

= Conclusions

ST BB PRI < FR A
b Team / C Center

Taiwan Computer Emerg

1K) DNS: Known Concepts

CERT
r
Caoriination Caater

= Known DNS concepts:

» Delegation, Referral, Zone, RRs, label,
RDATA, authoritative server, caching
forwarder, stub and full resolver, SOA
parameters, etc.

Y oA AT ﬂ'»é«‘!lﬂ: &'fﬁi”c" ~
y Resp Team i enter

Taiwan Computer q




14 ) DNS: Data Flow

m~MT

SR ERER P s FRP S

Taiwan Computer g ion Center

Cache impersonation

Cache pollution by

) Data spoofing
Unauthorized updates

A S S
' e

Server protection Data Cli R o
o o ot

Taiwan Computer p




1K) Motivation for DNSSEC

=T
Conrdination Gealer

DNSSEC protects against data spoofing and corruption

= DNSSEC (TSIG/SIGO0) provides mechanisms to
authenticate communication between servers

= DNSSEC (KEY/SIG/NXT) provides mechanisms to
establish authenticity and integrity of data

= DNSSEC (DS) provides a mechanism to delegate trust to
public keys of third parties

= A secure DNS will be used as an infrastructure with
public keys
= However it is NOT a PKI
CAT GRS PRI TR

Taiwan Computer Emergency Response Team / Coordination Center

DNSSEC Mechanisms
to Authenticate

Tm Communication
RT

= TSIG
= SIGO

Goordination Center

Taiwan Computer Emergency Response Team / Coordination Center




1)) TSIG Protected Vulnerabilities

m~MT

Coordination Cant .
Zone administrator Impersonating master

Unauthorized updates

Taiwan Computer ination Center

T ) Transaction Signature: TSIG

T

Coordination Caater
= TSIG (RFC 2845)

= authorizing dynamic updates & zone transfers
= authentication of caching forwarders

= can be used without deploying other features of
DNSSEC

= One-way hash function over:
= DNS question or answer
» & the timestamp
= Signed with “shared secret” key

= Used in server configuration, not in zone file
Y oA AT ﬂiﬁﬁi w fp_’.;fcu s

Taiwan Computer Emergency Response Team / Coordination Center




1)) TSIG example

(T [ Query axer >

{fication

verificatio

ST GRE R #g‘T .glrl -~ gg;,cu -
g 3% P ‘eam / C enter

Taiwan Computer

Summary:
Tm TSIG Configuration steps

RT
':;hl'hﬂ-htr

= Configuring secure transfers between servers with
TSIG
1. Generate a key using “DNSSEC-keygen”
2. Communicate key with your partner (off-band, PGP...)
3. Configure your server to require the key for zone
transfers
« ‘key” statement to configure the key
= “al | owt ransf er ” statement in the “zone” statement
« tip: use “i ncl ude <file_nane>"
4. Have your partners configure their servers to use the

key when talking to you
i “ “ AT ERRS P FERB
=« Using the “ser ver “ statement  rawan computer Emergency Response Tean  coornaton Conte




TM’I”'—T Authenticating Servers Using SIGO
it?EEFqﬂ‘
|| Coordination Cealar
= Alternatively its possible to use SIGO
= Not widely used yet
= Works well in dynamic update environment
= Public key algorithm

» Authentication against a public key published in the
DNS

= SIGO specified in RFC 2931

FAT BB PRI o ERP A
ponse Team / C c

Taiwan Computer gency Response Team / Coordination Center

T}@(f‘j’ Importance of the Time Stamp

iE?EEFqﬂ‘
|| Coordination Conter
= TSIG/SIGO signs a complete DNS request /
response with time stamp
= to prevent replay attacks
= ‘seconds since epoch’
= currently hardcoded at 5 minutes

= Operational problems when comparing times

= Make sure your local time zone is properly defined

= date -u will give UTC time, easy to compare
between the two systems

= Use NTP synchronization!!!

Taiwan Computer Emergency Response Team / Coordination Center




DNSSEC Mechanisms to
Establish Authenticity and
Integrity of Data

T 1. New RRs
Coordination Conter - Using public key cryptography

to sign a single zone
3. Delegating signing authority ;
building chains of trust
4, Key exchange; Key rollovers
5. NXT and wildcard issues

FAE BRES PRI s FRG A
gency Resp! Team / Coordination Center

Taiwan Computer

Vulnerabilities protected by
TIAT)

T

Coordination Cealer

Zone admiinistrator

KEY / SIG / NXT

Cache pollution bY
Data spoofing

P AT SRR ﬂ'fv!!l’: *‘-‘fﬁs‘fc” ~
r Emergency Resp: eam ination Center

Taiwan Computer




1K) DNSSEC hypersummary

‘\ CERT
* Conrdination Caster

= Data authenticity and integrity by SIGning the
resource records with private key

= Public KEYs used to verify the SIGs
= Children sign their zones with their private key;

The authenticity of their KEY is established by a
SIGnature over that key by the parent (DS)

= In the ideal case, only one public KEY needs to
be distributed off-band

F AT BB A PRI N-’I‘)ﬁﬂc" “
ponse Team / C

Taiwan Computer gency Response Team / Coordination Center

TMF Authenticity and Integrity of Data
. coardination Coater

= Authenticity: Is the data published by the entity
we think is authoritative?

= Integrity: Is the data received the same as
what was published?

= Public Key cryptography helps to answer these
questions

= Signatures to check both integrity and authenticity of
data

= verifies the authenticity of signatures

Taiwan Computer Emergency Response Team / Coordination Center




1K) Public Key Crypto Reminder
?EHT

Canrilnation Ceatar
= Key pair: a private (secret) key and a public key
= Simplified:
= If you know the public key, you can verify a signature created
with the private key

= Usually an encrypted hash value over a published piece of
information; the owner is the only person who can construct the
secret. Hence this is a signature

= If you know the public key, you can encrypt data that can
only be decrypted with the private key

= DNSSEC only uses signatures
= PGP uses both methods

ST BB PRI < FR A
b Team / C Center

Taiwan Computer Emerg

1K) Public Key Crypto Issues

CERT
r
Caoriination Caater

= Public keys need to be distributed
= Private keys need to be kept secret
= Public key cryptography is ‘slow’

= Math:

= The security of the cryptosystem is based on a
set of mathematical problems for which
guessing a solution requires scanning a huge
solution space (e.g. factorization)

= Algorithms e.g.: DSA, RSA, elliptic curve
= RSA/SHA1 is @ good ChOICE s mp s paes v zrin » o

Taiwan Computer
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TIK) 1. DNSSEC New RRs
RT

Coordination Conter

ST AR PRI s FRR A
y Resp Team / Coordi Center

Taiwan Computer Emerg

1K) DNSSEC New RRs

RT
Coordination Canier

= 3 Public key crypto related RRs

= SIG Signature over RRset made using private key
= KEY Public key, needed for verifying a SIG over a RRset
= DS Delegation Signer; ‘Pointer’ for building chains of trust

= One RR for internal consistency
= NXT Indicates which RRset is the next one in the zone
= authenticated non-existance of data
= NXT opt-in variety indicates next secure delegation
= authenticated insecure delegations

Y oA AT ﬂ’»ﬁ«‘!lﬂ: &'fﬁﬂc" ~
r gency Resp Team ination Center

Taiwan Computer
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1)) Other Keys in the DNS

=T
Conrdination Gealer

= KEY RR should only be used for DNSSEC
= keys for other applications should use other RR types
= CERT
= For X.509 certificates
= Under discussion/development are application
keys
= IP-SEC
= SSH

ST AR PRI s FRR A
b Team / C [

Taiwan Computer Emergency Response Team / Coordination Center

1/ ) RR’s and RRsets

RT
Coordination Canier

= Resource Record:

= Name TTL class type rdata
WA, TP pe. net . 7200 IN A 192. 168. 10. 3

= RRset: RRs with same name, class and type:

WL T i pe. net. 7200 IN A 192. 168. 10. 3
A 10.0.0.3
A 172.25.215.2

= RRsets are signed, not the individual RRs

Taiwan Computer Emergency Response Team / Coordination Center
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http://www.ripe.net
http://www.ripe.net

1K) KEY RDATA

m~MT

Caordination Caatar
— 16 bits: FLAGS «—

— 8 bits: protocol
— 8 bits: algorithm
— N*32 bits: public key

Example:
ripe.net. 3600 IN KEY [256][3 [BI(

SR ERER P s FRP S

Taiwan Computer g ion Center

1K) NXT RDATA

=T
Coordination Ceater
= Points to the next domain name in the zone

= also lists what are all the existing RRsets for “name”

= NXT record for last RRset “wraps around” to first RRset
after SOA

= N*32 bit type bit map
= Used for authenticated denial-of-existence of data
= authenticated non-existence of TYPEs and labels

= Example:

www. ripe.net. 3600 IN NXT ripe.net. A SIG NXT

P AT SRR ﬂ'»Tﬁ-t!I’: *‘-‘fﬁ’-ﬂc” ~
gency Resp, eam ination Center

Taiwan Computer
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http://www.ripe.net

1K) NXT Record example

CeElT )
/ $ORIGIN ripe.net.
|| CoordinationCmly  soa

NS NS.ripe.net.

KEY .-
NXT mailbox.ripe.net. SOA NS NXT KEY
SIG
mai Ibox A 192.168.10.2
NXT www.ripe.net. A NXT SIG
www A 192.168.10.3
opserver’ is missing NXT ripe.net. A NXT SIG

= Query for “popserver.ripe.net” would return:
aa bit set RCODE=NXDOMAIN

authority: mailbox.ripe.net. NXT www.ripe.net. A NXT
SIG

= Query for “www. ripe.net MX” would return: an
empty answer section and the “www NXT” record in
the aUthority section SAE RS PR o FRE

Taiwan Computer g

1K) NXT records

{\EE;EE!=1‘1‘
. coardination Ceater
= If your query for data does not exist in a zone,

the NXT RR provides proof of non-existence

= If after a query the response is:

= NXDOMAIN: One, and maybe many more, NXT RRs
indicate that the name or a wildcard expansion
does not exist

= NOERROR and empty answer section: The NXT
TYPE array proves that the QTYPE did not exist
= NXT records are generated by tools
= tools also alphanumerically order the zone

S#f%’#ﬁﬁﬁgﬂwfﬁﬂ:“
y Resp Team i enter

Taiwan Computer q
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2. Using public key
cryptography to singing a
TIK) single zone

RT
Coordination Conter

TGRS P < R

Taiwan Comput

'r»@ Signing of a Local Zone - Steps

RT
Coordination Canier

1. Generate keypair and include public key in the zone
file
2. Sign your zone; signing will:
= sort the zone
= insert the NXT records
= insert SIG records (signature over each RRset)
= generate key-set file (used later)
insert DS records (for delegations with valid key-sets)
3. Dlstrlbute the Public KEY to those that need to be able
to trust your zone
= they configure your key in their resolver
= thus configuring “secure entry point” in the tree
r)!"if ’a?#ﬁﬁ»@!" ~1‘ﬁ~§’ " ~

15



T4 ) Locally Signed Zone

Corporate site 1

Corporate site 2

Corporate site 3
P ST ERER PRIEA s FRA A
gency P Team / C ination Center

Taiwan Computer

TIKT) Locally Secured Zones

=T
‘:’mm
= Key distribution problem for distributing keys

= It would be better if the whole tree would be
secured!

net. com. ?
MOBSYEL kids net. ?rﬁ\
/\ Secure entry points
t

corp do mac unix
~ \\F marpick _~ n

dev markef'\/
N dilbert Out of band key-exchanges

ST GRRA PR < ER P
y Resp eam ination Center

Taiwan Computer Emerg
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1K) Notes on Secured Zones

=T
Conrdination Gealer

= Only those records for which the
server is authoritative for are signed

= NS records in the APEX are signed
= Delegating NS records and GLUE are not
signed
= DS RRs are

eeeeee

3. Delegating Signing
Thﬁf? Authority
RT

building chains of
trust

Goordination Center

eeeeee
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Tm Using the DNS to Distribute Keys

=T
Conrdination Gealer

= Secured islands make key distribution problematic

= Use the DNS itself to distribute keys:

= one trusted key can be used to establish authenticity of
other keys

= Building chains of trust from the root down
= Parents need to sign the keys of their children

= In an ideal world:
= You would only configure one key (the root key)
= Always delegate trust from parent to child

SAT GRS PRI s TR A
b Team / C Center

Taiwan Computer Emerg

1K) Delegation Signer (DS)

RT
Coordination Canier

= The parent delegates authority to sign DNS RRs to
the child using the DS record

= DS is a pointer to the next key in the chain of
trust

= You may trust data that is signed using a key that the
DS points to

= Introduced to solve problems with key-rollovers
= More on that later

Y oA AT ﬂ’»ﬁ«‘!lﬂ: &'fﬁﬂc" ~
gency Resp Team i enter

Taiwan Computer




1) DS RRs for delegation
?EHT

= Parent is authoritative for the DS record
= It should not appear in the child's apex

= DS resource records are used for Delegation of
Security

= DS is not backwards compatible with RFC2535

= Eases resigning

= parent can sign often =»short signature lifetime =
shorter impact time when key gets compromised

SAT GRS PRI s TR A
b Team / C Center

Taiwan Computer Emerg

1K) DS RDATA

&?.EFHT

o i This field indicates which key is

the next in the chain of trust

= 16 bits: key tag
= 8 bits: algorithm
= 8 bits: digest type

= 20 bits: SHA-1 Digest
$ORI G N ri pe. net.
di si.ripe. net 3600 IN NS % i.ripe.net
di si.ripe.net. 3600 IN DS 11 ¢(

239af 98b923c023371b52

1923b92dal2f 42162bla9

)

Taiwan Computer

Y oA AT ﬂ'»é«‘!lﬂ: &'fﬁﬂc" ~
r gency Resp Team i enter
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T4 ) Delegating Signing Authority

.\l?fg'ﬁfﬂgns the DS record
pointing to the key signing key

Key signing key

Zone signing key

* The parent is authoritative for the DS RR of its children

Taiwan Comput ination Center

T4, ) Key / Zone Signing Keys

( ?en-r
Coordiaation Ceater

= Administrative distinction
= DS points to a key signing key (KSK)
= KSK signs ZSK

= The zone is signed with a zone signing key (ZSK)
= (these keys may be the same)

= Key signing key may be long lived, and “bigger”

= Zone signing key may be short lived
= can be “smaller” = “faster”

Taiwan Computer Emergency Response Team / Coordination Center




Chain of Trust Verification,

=)
TN/ Summary
iE?EEFqﬂ‘
|| Coordination Ceater

= Data in zone can be trusted if signed by a Zone-
Signing-Key

= Zone-Signing-Keys can be trusted if signed by a
Key-Signing-Key

= Key-Signing-Key can be trusted if pointed to by
trusted DS record

= DS record can be trusted
=« if signed by the parents Zone-Signing-Key
or

= DS or Key records can be trusted if exchanged out-of-
band and locally stored (Secure entry point)

FAT BB PRI o ERP A
ponse Team / C c

Taiwan Computer gency Response Team / Coordination Center

— Zone status terminology
T/ (REC3090)
(CER

" Coordination Ceater
= Verifiable Secure

» RRset and its SIG can be verified with a KEY that
can be chased back to a trusted key, the parent
has a DS record

= Verifiable Insecure

= RRset sits in a zone that is not signed and for
which the parent has no DS record (more next slide)

= BAD

= RRset and its SIG can not be verified (somebody
messed with the sig, the RRset, or the SIG expired)

= A zone and its subzones are BAD when the parent’s

eeeee
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1K) Insecure Children

=T
Conrdination Gealer

= Cryptographic evidence for the verifiably insecure
zone status is given by parent

= If there is no DS record as proven by a NXT
record with valid signature, the child is not
secured
= NXT opt-in only gives NXT RR for secure delegations

= A child may contain signatures but these will not
be used when building a chain of trust
= Secure island

SAT GRS PRI s TR A
b Team / C Center

Taiwan Computer Emerg

14 ) lllustrated Terminology

MmT
Secure entry point
Coordination Caaler . Net and com are
DS(NE DS(COM) verifiable secure
com. 7/
net.
No DS
SIS oD
Verifiable insecure

money.net. os.net. os.net is verifiable

/ kids.net. \ insecure
Secure entry point /\
dop

corp mac unix pt
s N marnick

dev  market dilbert

Resolver has key of root and corp.money.net configured as secure entry points
ST IR PRI TR
y P Team / C i enter

Taiwan Computer q
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1) Building the Chain of Trust

=T

Coordination Ceater
= The child has to:

= be secure (see “Signing the local zone")
= upload (off-band) the KSK to the parent

= The parent has to:
= generate the DS record from the KSK of the child
= sign the DS record with his own ZSK (re-sign his zone)

= Then the parent has to repeat the process, going to
his own parent, and so on, till the "." (root)

= All of this could be done automatically
- tools are being developed

ST AR PRI s FRR A
y Resp Team / Coordi Center

Taiwan Computer Emerg

4. Key Exchange
TIKF) Considerations

Coordination Center

Y oA AT ﬂ’»ﬁ«‘!lﬂ: &'fﬁﬂc" ~
y Resp Team ination Center

Taiwan Computer q
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T4, Private Key Compromise

CeERT
¥
Canrilnation Ceatar

= You have to keep your private key secret

= Private key can be stolen
= Put the key on stand alone machines or on
bastion hosts behind firewalls and strong
access control
= Private key reconstruction (crypto analysis)
= random number not random
= Leakage of key material (DSA)
= Brute force attacks

ST BB PRI < FR A
b Team / C Center

Taiwan Computer Emerg

14K ) Key Rollovers

=1y
¥
Coordination Canter
= Try to minimize impact
= Short validity of signatures
= Regular key-rollover

= Remember: KEYs do not have timestamps in them
-- the SIG over the KEY has the timestamp

= Key rollover involves 2nd party:
= State to be maintained during rollover
= operationally expensive

Y oA AT ﬂ'»é«‘!lﬂ: &'fﬁi”c" ~
y Resp Team i enter

Taiwan Computer q
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T4 ) Short Signature Life Time

\7&!&1‘
Coordination Cealer

= Short parent signature over DS RR
protects child

= Order 1 day possible

ripenct. 3600 IN SIG DS 1 3 360620030304144523X

20030204144523 3112 net.

VJ+81jXvbrTLeoAiEk/qMrd
vhYuAcYKe2X/jqYMfj
66DJubZPmNSY Xw==")

Signature expiration
r«ff’i’k‘-ﬁ#&!” EpH A

Taiwan Computer Emergency Response Team / Coordination Center

}JﬁE)/ Rollover (part 1)

d rollover of the child’s Key Signing Key

M@ey-l with key-2 an

old parent zone

a) Create key 2

b) Sign key-set with key 1 and 2

and send key 2 to parent

n LR L
old child zone raan Computs IE A W2 ¢ o T
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gy Rollover (part 2)

Coordination Coater _
c) Parent generates and signs DS record

d) Child signs his zone with only key 2,
once parent updated his zone

Taiwan Comput ination Center

Timing of the Scheduled Key

T)) Rollover
=mT

= Child should not remove the old key while there
are still servers handing out the old DS RR.

= The new DS will need to be distributed to the
slave servers
= max time set by the SOA expiration time

= The old DS will need to have expired from caching
servers.

= Set by the TTL of the original DS RR.

= You (or your tool) can check if the master and

slave have picked up the change

Taiwan Computer Emergency Response Team / Coordination Center
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1K) Scheduled Key Rollover Issues
iE?EEFqﬂ‘
|| Coordination Cenler
= Currently it is not possible to
distinguish between KSK and ZSK

= Once that distinction can be made,
the rollover can be fully automated.

= http://www.ietf.org/internet-
drafts/draft-ietf-dnsext-keyrr-key-
signing-flag-05.txt

FAT BB PRI o ERP A
ponse Team / C c

Taiwan Computer gency Response Team / Coordination Center

wa‘j Unscheduled Rollover Problems

kE?EEFqﬂ‘
|| Coordination Conter
= Needs out of band communication
= with parent and pre-configured resolvers
The parent needs to establish your identity again

How to protect child delegations?

= unsecured?
There will be a period that the stolen key can be used
to generate data useful on the Internet

= There is no ‘revoke key’ mechanism

Emergency procedure must be on the shelf

Taiwan Computer Emergency Response Team / Coordination Center



http://www.ietf.org/internet-

—
1i) Key Rollover - Summary
KE?EEFqﬂ‘
|| Coordination Ceater
1. Generate new KSK
2. Sign with old and new KSK’s
3. Inform any resolvers that have you as a trusted
entry point of the new key
= trusted-keys configuration
4. Query for the parental DS and remember the TTL
= you will need it later
s. Upload the new KSK to the parent
= The parent will generate a new DS RR.
6. Check if *all* parental servers (slaves and
masters) picked up the change

7. Wait another TTL before removing the old key

FAT BB PRI ERP A
ponse Team / C c

Taiwan Computer gency Response Team / Coordination Center

The DNS is not a Public Key

TIAT/ Infrastructure (PKI)
.:L?EHT
1| Coordination Ceater

= All procedures on the previous slide are based on
local policy i.e. policy set by the zone
administrator

= A PKI is as strong as its weakest link, we do not
know the strength of the weakest link
= Certificate Authorities control this by SLAs

= The DNS does not have Certificate Revocation
Lists

= If the domain is under one administrative control
you might be able to enforce policy

Taiwan Computer Emergency Response Team / Coordination Center
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5. NXT RR and
Tm Wildcard Issues
M)RT

Goordination Center

A GRAR PRI s ER
y Resp Team

Taiwan Computer Emergency Response Team / Coordination Center

Not just one NXT RR in your
T response

RT
Coordination Canier

= If you query for data that does not exist in a zone,
the NXT RR provides proof of non-existence

= The principle is simple, as explained before but
there is a complication: WILDCARDS.

= Wildcards are needed and will need to be secured:
*.1.3.e164.arpa. NAPTR (redirection to some Idap server)

Taiwan Computer Emergency Response Team / Coordination Center
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1)) Recap Wildcards

=T
Conrdination Gealer

= *.ripe.net will provide an answer for:
= Any label that is in the ripe.net zone
= For labels not already known to exist between the query
name and the wildcard domain

« If B.X and *.X appear in the zone with origin X then a
query for Z.X would return the wildcard data. The wildcard
answer would not apply for question for B.X, A.B.X or X.

= The wildcard label sorts canonically before the
alphabetical data
X
*X
B.X

A.B.X
SAT GRS PRI s TR A

Taiwan Computer Emerg Team / C Center

Tm DNSSEC - Conclusions
RT

Coordination Center

P AT SRR ﬂ'&«‘!;’ o EpR
y Resp! Team / Coordinati

Taiwan Computer Center
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TIKT/

Conrdination Gealer

= DNSSEC provides a mechanism to protect
DNS
= DNSSEC implementation:
= TSIG for communication between servers
= SIG, KEY and NXT for data
= DNSSEC main difficulties:
= keeping private key safe
=« distributing public keys

ST AR PRI s FRR A
b Team / C [

Taiwan Computer Emergency Response Team / Coordination Center

1K) Reference

T
Coordination Cealer
= RIPE NCC: DNSSEC Training Course,
http://www.ripe.net/training/dnssec/
= DNSSEC, http://www.dnssec.net
S
= SANS Reading Room: DNS Issues,

http://www.sans.org/rr/catindex.php?cat id=1
7

e 24 ¢ > (CDNSHE 4,
http://dnsrd.nctu.edu.tw

Taiwan Computer Emergency Response Team / Coordination Center
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