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® Copyright ihfrin'éément
x Fraudulent

® Engaging in activity contrary to applicable law
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~._Threats detection at scale i .
Lexical ® % Botnet 9 @@
_ Anomaly detection e ) .
G . IR Newiy seen domalng @ Exploit Kit #8 @
(s = [ ]s‘iky kmodel
A — ' e fank mode &) phishing e @
G0 G =
Predictive IP @ .
L= e Ransomware @@ ® [ Investigate
Predictive IP space monitoring
1P :4.2 B {2018 03} 7 Spam ® @

Graph-based ®

@ Co-occtrrence model % Trojan @& ®

éﬁ\ Cryptojacking @
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Internet resources vs. cybercrime attacks
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IP space Domain space
Rogue outgoing traffic Toxic hosted content
m SSH/WordPress brute-force attack m Phishing
m Mass scans m Malware C&C
m DDoS attacks m Ransomware C&C
® Spam sending m Cybercrime forums
= Stolen credentials marketplaces
= (riminal jabber servers
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" ™._Cybercrime ecosystem and services
[ Products J ( Services J Goods 1
» Malware— bank"ing trojans, 1 w Credit card dumps
ransomware ..etc, . u Pl
= Brute-force tools & account { Bulletproof hosting ] m Database dumps
checkers : . 1
w Vulnerabiiities and exploits
: BPH classification ]
Botnet-based A e— Host-based J

| } }

| Dedicated] * Hybrid ] _ LeasedJ

- Business fegistration & multiple layers of resistance
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#® Seychelies X

Seﬁem
/ RIPE, ARIN spaca

Business Operators
Pelire Panama. Seychatios — Ukiaing, Ruasla
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46 Rlsk measure: extremely Iow
uF Personat data protectlon act (Taiwan)
o @1 GDPR compliance

RS

N, O Reported personal data infringement : 0
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® Integrity
& Prevention of unauthorized modification of information
# Risk measure : extremely low
O DNSSEC {.tw signed in root zone)
O Reported data hreach : 0

m Availability
« Prevention of unauthorized withholding of information or resources
# Risk measure: extremely low
O ICANN-ccTLD service level commitments
O Reported service outage : 0

n Value of cyberspace ( tw) expansmn
L. Law; pol|c1es {e.g., TWDRP) and governance framework validation
v «0 DNS capabilities and capacnty validation
. Cyber resilience capabllltles and ‘capacity validation
* expandmg Talwan cyberspace coverage and cyber jurisdiction

n Cyberjurlsdlctlon

# The .tw domain is an intrinsic part of the identity of many Taiwanese businesses and
organizations operating on the internet. Consumers visiting .tw sites know they are protected
under Taiwan consumer laws.
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4M domains from CN will be expired
" by the end of Ocjgr2'019. The renewal ratio
will be teeny based on business forecast.

Source: TWNIC Stat 2619.03.20




LT

¥ Diversified IDN =~ "
Mg;ganese, Korean, Tha|
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= Dlver5|fled international reg[strars s
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., ®USy Japan Korea, Malaysm Thal UK, France .etc.
= Accou ntablllty framework
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website
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_ Reglstry-Reglstrar agreement

:%
oA TWNIC includes a prowsmn in |}s , lstry—reglstrar agreement that requires
u-"reglstrars to mclude in their reglstratlon agreements a provision prohibiting

reglstered name holders from dlstnbutlng malware, abusively operating botnets,
L.-r‘ph[shlng,\plracy, trademark or copynght infringement, fraudulent or deceptive
““-practlces engaging in activity contrary to applicable law, and providing

_consequences for such activities including suspension of the domain name.
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Pre-registration

l

LEA # order

Nen-disclosure information

Post-registration
Algorithms
2
= LEA 3 . precautionary
% ﬂ early-warning q activities
Non-disclosure information
sources of .
intelligence
LEA

1504 X3

National security, d
authority order

Non-disclosure information

Court




.tw ccTLD risk register : v

Key risk Likelthood Consequenca N Risk Details Actions
indlcator
attacker submit many passwords | Coordination
1 | Brute-force attack . Very Unlikely Moderate . with the hope of aventually
guessing correctly
a malicious attempt to disrupt Coordination
2 | DDoS Very Unlikely Ajc @2\ normal traffic to 2 web property
Mo

unsolicited messages sent in bulk | Coordination

3 | Spam Minor . by email
. . attempts to trick targets into Coordination
4 | Phishing Moderate gﬂ sensitive/ valuable information

computer controlled by Coordination
cybercrime and issues
commends ta a botnet

5 | C&Cservers Very Unlikely

™

onling content violates national Order & suspension

6 | Unlawful content [NTL security) security laws and regulations

anline content violates laws and | Order & suspension

7 | Unlawful content [others) Moderate regulations

™

onfine marketplaces where Order & suspension
cybercrime trade goods or
information

8 | Cybercrime marketplaces Unlikely

S

Enforceabie norms recognized
within international law

o Globél public goods

lnternatlonal spaces and shared resources X

operates based on contractual X X X
compliance

sets internationally enforceable X : X

abligations for states
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. Other reférenced areas of international law ~ ~
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Areas of international law that can be used for
reference with regard to protecting the core of
the Internet include:

onal telecommunication law: 00 e

law of treaties

international trade law , =~

antiterrorist laws and policies
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Public Goods Governance Models

L “ . i . ‘ .

" Governance Capability & Capacity for Public Goods -

X 8] 0]

o 0 X

Cooperation @
[Knill, 2002) TCANN

Private Self
Regulation

State Regulation Co-Regulation
{Tanja Barzel, 2007}

C3APNIC

Delegation e e
{Neoliberalism) {Tanja, Borzel, 2007 1xnill. 2002)

Dr. XKeany Huang
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Source; IEEE Internet Computing, Jan 2015

Internet Governance wsswos) |

The development and application by governments, the private

sector and civil society, in their respective roles, of shared principles, % 7 %] & M1k ARIE L 8 L3 E 2] ~
norms, rules, decision-making procedures, and programs thot shape 356 ~ TREMesk - R B F BB
the evolution and use of the internet, ’ ' Internetéy 4% B #iE 4k -
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Pathetic dot theory (New chicago School theory)

]

Cyber Norms:
Collective expectations for the proper R
behavior of actors with a given identity Architecture
Souzce; Katzenstein, 1996

Source: Lawrence Lessig, 1999; illustrated by Dr. Kenny Huang







