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EVOLVING ICANN’S MSM PROCESS
STRATEGIC OBJECTIVE ON GOVERNANCE

The Work Plan addresses three specific Strategic Plan goals:

Strengthen ICANN’s bottom-up multistakeholder decision-making process and

ensure that work gets done and policies are developed in an effective and timely
manner

Support and grow active, informed, and effective stakeholder participation

Sustain and improve openness, inclusivity, accountability, and transparency
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EVOLVING ICAN MSM
WORK PLAN

The Work Plan will be an integral part of ICANN’s Operating and Financial Plan for
2021 - 2025 and, specifically, support the achievement of the strategic objective on
governance

Purpose of the Work Plan is to develop approaches that will eventually lead to
solutions, over the five-year life of the Strategic Plan, to improve the
effectiveness of ICANN’s MSM

The Work Plan was developed based on Public Comment that closed on 14 October
2019 and prior Community comment

The Work Plan identifies opportunities for improvements to work processes,
working methods and aspects of culture

EVOLVING ICANN’S MSM
WHAT HAS THE COMMUNITY SAID?

The Community has defined the serious “pain points” that are impacting our
work processes, working methods and culture

Members from different stakeholder groups are describing the pain points in the
same way

A cycle of work that continues to build up with the Community trying to do it all
with the same sense of urgency. This is not sustainable.
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® GAC Beijing Advice (11 April 2013)

3. Security checks— While respecting privacy and confidentiality,
Registry operators will periodically conduct a technical analysis to
assess whether domains in its gTLD are being used to perpetrate
security threats, such as pharming, phishing, malware, and
botnets. If Registry operator identifies security risks that pose an
actual risk of harm, Registry operator will notify the relevant
registrar and, if the registrar does not take immediate action,
suspend the domain name until the matter is resolved.

o Incorporated in ICANN’s Registry Agreements
© ICANN’s Domain Abuse Activity Reporting Tool (DAAR) tracks
“Phishing, Malware, Botnet command-and-control & Spam”
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What ICANN Can Do

ICANN|GAC

Implementation of CCT Recommendations
Incentivize the adoption of proactive anti-abuse measures (Rec. 14)

Contractual provisions aimed at preventing systemic use of specific registrars or
registries (Rec. 15)

Thresholds of abuse at which compliance inquiries are automatically triggered
(Rec, 15)

Publication of entire chain of ownership (Rec. 17)
o Contract Negotiations

Upon renewals of legacy gTLD and existing New gTLD Contracts

Registry Agreements for subsequent rounds of New gTLDs
Registrar Agreements

* Enforcement of existing requirements

Example: Failure of Reasonable Access requirement
Targeted Audits

Follow-up on Registries audit expected
Start of Registrars audit delayed

Close the compliance process loophole (3 strikes)

o More detailed Domain Activity Abuse Reporting (DAAR) data to be made available to
the public
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Registrars

« Registrar shall maintain abuse contact and
take reasonable and prompt steps to
investigate and respond appropriately to
any reports of abuse (Section 3.18.1)

+  Registrar must maintain dedicated law
enforcement abuse contact 24/7, and

review complaints within 24 hours (Section
3.18.2)

+  Registrar must publish abuse handling
process on website (Section 3.18.3)

Registries

» Periodically conduct a technical analysis
to assess whether domains in the TLD are
being used to perpetrate security threats,
such as pharming, phishing, malware, and
botnets. (Specification 11(3)(b).

* Maintain statistical reports on the
number of security threats identified and
the actions taken as a result of the
periodic security checks. (Specification
11(3)(b).
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Registry/Registrar Options
Existing Registrations Unregistered Domains*
1. Suspend the domain 1. Create and typically redirect
(e.g. apply ServerHold/ClientHold

status) 2. Block/reserve

2. Lock the domain so it can’t be
changed * Typically for Domain Generation

) . Algorithms (DGAs)
3. Redirect* the domain

4. Transfer* the domain

W

Delete
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